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AirWatch Enrollment Android

How to enroll your Android device.

Requirements

In order to enroll your Android device into Airwatch, you will need the following:

e Ensure you are eligible to enroll in AirWatch.
e Android device running version 7.0 and above
e Android device not rooted/compromised

e Android device that supports Encryption

0 Some Android devices do NOT allow you to return to an unencrypted state without performing a
full factory reset. Please see your device user manual for more information.

0 WARNING: SD card seated on the device will also need to be encrypted. Encrypted files on the
SD card can only be opened by the device that encrypted them. If you forget your device
encryption password and the device factory resets, you will lose access to the files on the storage
card as well.

o0 Encryption of your device may require that the phone be 100% charged and plugged in during the
encryption process, which may take up to an hour, so please allow plenty of time to perform the
encryption

e A backup of your personal data from your Android device

e Active Mednet AD Account

e Google Play account

e Enable “Unknown Sources” in your Security settings

e A high security password of at least 6 characters (one character must be numeric) that you will
remember.

e This enrollment process and its prompts may differ slightly in different Android Models.

€ Lock screen and security

Screen lock type
PIN

Info and app shortcuts
Show app shortcuts, the dusal clock, or the device owner's
information on the lock screen.

Notifications on lock screen Unknown sources
Hide cantem

Installing from unknown sources may
be harmful to your device and personal
data. By tapping OK, you agree that you

Secure lock settings

Set your secure lock functions, such as Secured lock time.

Security are solely responsible for any damage
I to your device or loss of data that may

Fingerprints result from using these applications.

My Mobile | CANCEL
nd control your device remotely wsing your 3
pCcount

Unknown sources

Allow installation of apps from sources other than  OF53

the Play Store

Protect encrypted data

Protect your device by using a screen lock when your
device turns on

Other security settings



https://accounts.google.com/signup/v2/webcreateaccount?flowName=GlifWebSignIn&flowEntry=SignUp

Instructions

1. Navigate to https://awagent.com from 2. Login to the Play Store and click on
your Android web browser and click on Install to download the Intelligent
Go to Play Store. Hub/AirWatch Agent.

i avadentoon o 9 £\ Intelligent Hub
e " VMware Workspace ONE

arwatch Business #B Trending

INSTALL
To enroll this device please
download, install and run the
AlrWatch MDM Agent.
33% SM+

27K reviews Downloads Everyone (3
Go to Google Play Store

Already Installed?
Click here ta continue

Viware Workspace ONE

Read more

Rate this app
Tell others what you think

3. Click Open on the Intelligent 4. Type in your Mednet Email address
Hub/AirWatch Agent. (e.g. jbruin@mednet.ucla.edu) and click
Next.

Intelligent Hub
r ‘ VMware Workspace ONE
«

Business #8 Trending r ‘
INSTALL

33k 5M+
27K reviews Downloads Everyone (O

8 QR Code

VMware Workspace ONE

Read more

Rate this app

Tell others what you think
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https://awagent.com/

5. Intelligent Hub will request access to 6. Enter your AD Username and

manage phone calls. Select Allow. Password. Select Next.
Note: Our environment will not use this
feature.

<

N
0 <

Email address or server

e —e— - ]

Allow Hub to make and
manage phone calls?

DENY ALLOW

N\

QR CODE

7. Read the Personal Mobile Device 8. Read the Workspace Services prompt
Usage Agreement and then click and select Next.
Accept
” < Privacy

Terms and Conditions

PERSONAL MOBILE DEVICE USAGE
AGREEMENT

("BRING YOUR OWN DEVICE" PROGRAM)

IMPORTANT - PLEASE READ
CAREFULLY: Your acceptance of the

terms of this Agreement is required Your privacy matters.
before you will be permitted to access VMware Workspace ONE collects information that is
UCLA System Restricted Information required to provide secure access to your work data
" y ; and applications. Below you will find an overview
with a persanal moblle device such as of data collected by Workspace ONE and Hub to
tablets and smart phones. provide optimal performance, security and support.
For information about how your company handles
This Personal Mobile Device Usage information collected by Workspace ONE, please
Agreement ("Agreement”) contact your company.

constitutes an agreement between Contact your company's IT administrator if you
Th‘? Reg_ents of the University of want to find out how to un-enroll your device and
California, on behalf of the UCLA discontinue access to this app.

Health and the David Geffen School
of Medicine ("UCLA"), and the UCLA
employee, medical student or other
user ("User”) who has been approved

Data Collected by Hub

Tap here for an overview of the data that this app
may collect about device hardware, diagnostics and

in accordance with University policy user information to function properly, and to secure
to use his or her own personal company data stored on this device. Your company
mobile device (“Personal Device”), to has access to this data and some data collected

may be visible to your IT administrator.

| UNDERSTAND
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9. Select either | Agree or Not Now under 10. Select Continue in the Set up a work
the Data Sharing screen. profile screen.

<  Data Sharing

@ ﬁ Set up a

Want an even better app experience? WOr |’< p ro ﬂ ‘ >

Help us improve and develop new app features and
functionality that will make you even more productive. You're about to set up a work

profile that will be managed and

‘We would like to collect information about your usage
of our app to better understand how users interact with monitored by your organization
our apps and how we can improve the app experience.
We analyze this usage data in the aggregate and
not in any way that identifies you. You can change
this setting at any time.

For information about how VMware handles your usage

data if you elect to share this data with VMware, visit
http:/fwww.vmware.com/help/privacy.html

m

m——  NOT NOW

;amsung Knox uses your personal data. Se

the Samsung Knox Privacy Policy for details

o 1
Continue
[ 4

11. You will arrive at the Account screen 12. Please look for a notification from Hub
once enrollment is completed. requesting your device passcode.
Account e 0 b @ 4
© Hub 853 AM o
Hub

Please confirm your current password

u This Device

O Support

o About Notification settings Clear
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13. Once enrollment and authentication is 14. Gmail will be your default mail application. We

complete, you will notice that your also offer VMWare Boxer as an alternative.
applications are now compartmentalized Once you open either mail client, enter your
into a Personal and Work section password. Your mail should be available

' shortly.

O

0 e

Google Ch
olksoacc NE Fas |5..¢'c re
21 e B

QM

Google Calendar | Gmail

Note: Synching email may take 15-30 minutes.

You may receive a quarantine notice after enrollment
with the following information:

To: Bruin, Joe <JBruin@mednet.ucla.edu>

Subject: Your mobile device is temporarily blocked
from synchronizing using Exchange ActiveSync until
your administrator grants it access

Message: Your mobile device is temporarily blocked
from accessing content because the mobile device has
been quarantined. You don't need to take any action.
Content will automatically be downloaded as soon as
access is granted by your administrator.

Information about your device:
Device model: AndroidXXXX
Questions

If you experience any issues enrolling your device in
AirWatch, please contact Customer Care at 310267-
CARE (2273). Specialists are available 24/7 to provide
support. For in-person support, stop by IT Connect.
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https://dgit.healthsciences.ucla.edu/pages/support?utm_source=announcement&utm_medium=email&utm_campaign=BoxPhase2#itConnect
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